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Austraclear Notice No. 004/13 
 
Date of Issue:  8 January 2013 
 
 
ASX Business Continuity Arrangements 

 
To provide further clarity in response to a number of general enquiries received from Participants, 
outlined below is an updated summary of ASX’s approach to business continuity.  
 
Business Continuity Management (BCM) is a key component of ASX’s operational risk management 
framework. The ASX BCM framework seeks to enable ASX to rapidly recover and resume critical 
operations following an operational service disruption.  
 
Importantly, the BCM framework addresses regulatory requirements whereby our licensed subsidiaries 
are required to have adequate business continuity arrangements in place. Specifically, the RBA’s 
Financial Stability Standards include requirements for the (four) ASX licensed clearing and settlement 
facility subsidiaries to: 

i. have comprehensive incident management and business continuity plans in place; 
ii. have adequate backup infrastructure, resources and appropriate staffing  

              arrangements;   
iii. have appropriate redundancy and data replication in place for critical systems; and 
iv. undertake periodic testing of continuity arrangements involving participants and other  

               industry stakeholders. 
 
Incident management and emergency response procedures are developed and co-ordinated at an 
organisational level by an Incident Management Team that includes representatives of the core 
business activities and support services.  
 
Each individual ASX business unit has a business continuity plan (“BCP”) which is integrated with other 
business units as appropriate to ensure overall market services are maintained.  In preparing the BCPs 
four major incident impact scenarios for ASX operations are considered and include: Loss of Systems; 
Loss of Access; Loss of Site; and Unavailability of Staff (including during a pandemic).  
 
The key elements of each BCP include identification of critical functions, technology requirements, 
external suppliers, response procedures, communication tasks and recovery time objectives. 
Additionally, technology disaster recovery plans are in place for each critical ASX trading, clearing and 
settlement systems (including ASX Trade, ASX Trade24, Market Announcements Platform, DCS, 
SECUR, CHESS and Austraclear).  
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In March 2012 ASX completed its new primary data centre and BCP operations facility, strengthening 
ASX’s business continuity arrangements. The primary and backup data centres are now both located 
outside of the CBD. The new data centre enables ASX to sustain all critical business operations should 
there be a disruption at the CBD site 
 
In the event of a disruption at the primary data centre, the ASX backup data centre has infrastructure 
and facilities to support on-going operation of critical ASX trading, clearing and settlement systems. 
Targeted recovery times for key systems range between 1-2 hours however automatic failover 
procedures and mirrored databases result in seamless recoveries for many incident scenarios.  

 
ASX performs frequent testing of its business continuity arrangements. Testing activities conducted 
during the course of each year include: 
 

• testing of backup trading systems over a week-end allowing participant access to undertake 
test transactions. This was most recently completed for ASX Trade on 13 October 2012 and 
for ASX Trade24 on 24 November 2012 with Participants connecting to the backup site and 
generating test market transactional activity.  

• testing of backup clearing and settlement systems with clearing and settlement facilities 
provided from the backup data centre during normal service hours. This was most recently 
completed for the Austraclear system in March 2012 with the facility being operated from the 
backup site. 

• testing of the BCP operations facility with ASX’s operations and technology staff performing 
operational procedures at the BCP operations facility during normal service hours. 
 

ASX standard procedures include, where applicable, notification to participants and regulators prior to 
these tests occurring. 
  
ASX Pandemic Planning 
 
ASX has a corporate-wide pandemic plan in place which is designed to support markets and facilities 
operations for as long as possible should a major pandemic event occur.   
 
During the course of a pandemic, frequent assessment will be conducted of both participant status and 
ASX’s own internal resource availability to ensure the proper functioning of its market and facility 
operations. 
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