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LIMITATION

The findings contained in this Independent Expert Report are based on the findings of the report prepared at the request of ASX Limited solely for the purpose of providing
an Independent Assessment of ASX's Actions to address the IBM Recommendations, and is not appropriate for use for other purposes. This report is provided for
information purposes only in order to provide details of the findings reported to the ASX Limited and should not be taken as providing specific advice on any issue, nor may
this be relied upon by any party other than ASX Limited and ASX's requlators ASIC and the RBA. In carrying out our work and preparing this report Ernst & Young has
worked solely on the instructions and information of ASX Limited, and has not taken into account the interests or individual circumstances of any party other than ASX
Limited and ASX's regulators ASIC and the RBA. Ernst & Young does not accept any responsibility for use of the information contained in this report and makes no
guarantee nor accept any legal liability whatsoever arising from or connected to the accuracy, reliability, currency or completeness of any material contained herein. Ernst
& Young expressly disclaims all liability for any costs, loss, damage, injury, or other consequence which may arise directly or indirectly from the use of, or reliance on, this
Report.

Use of this report by any party other than ASX Limited and ASX's regulators ASIC and the RBA is subject to the terms of the Release Notice contained within Appendix F.
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1. Executive Summary

Reporting summary for quarter

Our assessment found that ASX has continued to make progress towards
addressing and implementing the IBM Review Recommendations this
guarter, however, it is recognised by ASX that the more substantial and
complex items to address are still to come and that it is currently unlikely
that the 80% target will be met by the June 2022 reporting date.

In addition, “carryover” ASX Actions (items determined incomplete) from
prior quarterly reviews that require finalisation will need to be managed
by the Delivery Excellence Program (“the Program’) in the coming
guarters.

The Program continues to be well run, has the appropriate governance
and oversight, and is staffed and supported by individuals well suited to
deliver a quality outcome against the ASX Actions. We note that Covid
exposure is still a potential issue and recognise that the management
team is tracking this exposure, yet has limited options to address it
practically. Furthermore, ASX has demonstrated that they have taken
feedback from our first quarterly IE review and report, and incorporated
learnings into this review period.

ASX submitted nine (9) Recommendations for closure in their March
2022 quarterly report and we observed that they did not achieve their
desired submission target of ten (10) Recommendations.

We have reviewed the nine (9) Recommendations and found that that six
(6) of those Recommendations have been fully addressed, with three (3)
Recommendations partially addressed and requiring follow up evaluation
in subsequent review periods. Specifically, of the twenty-three (23) ASX
Actions related to the nine (9) Recommendations, twenty (20) have been
fully completed.

We will continue to evaluate and offer commentary on the processes,
governance, and resources as we evaluate the closure of ASX Actions
addressed by the Program in the future.
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Background

In November 2020 an outage occurred following a major upgrade to ASX
Operations Pty Ltd equity trading platform (ASX Trade), called the ASX
Trade Refresh project. Consequently, the Australian Securities and
Investments Commission (ASIC) and the Reserve Bank of Australia (RBA)
required an Independent Expert review of the ASX Trade Refresh project
to be completed. ASX appointed IBM Australia Limited (IBM) to
undertake this review. IBM made 59 recommendations
("Recommendations” or “IBM Review Recommendations”) in total across
the following seven key domains in the review: risk, governance,
delivery, requirements, vendor management, testing and incident
management.

ASX subsequently developed a management response plan (“"Response
Plan” or "Plan™) which consists of 182 deliverables ("ASX Action™) to
address the 59 IBM Recommendations.

In November 2021, the Minister imposed certain Licence Conditions on
ASX. The Australian Market Licence (ASX Limited) Additional Conditions
Notice 2021 (No. 1) dated 24 November 2021 requires ASX to:

e Address each of the IBM Review Recommendations to the
satisfaction of ASIC, and

e Appoint an Independent Expert (“IE") to conduct an assessment
of its implementation of the ASX Actions to address the IBM
Review Recommendations.

Scope

In accordance with the relevant Licence Conditions, ASX, with ASIC's and
RBA's consent, engaged Ernst & Young ("EY") to review each of the
Quarterly Reports produced by ASX and assess whether the actions
undertaken in the period covered by the report demonstrate appropriate
implementation of, and progress towards addressing the IBM Review
Recommendations. Refer to section 2.2 for detailed scope related to this
report.
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Approach

Our approach is to assess the quarterly reports produced by ASX. This
includes an assessment of the closure packs and supporting evidence for
the ASX Actions reported as closed during the period. As part of our
assessment, we will consider:

e Whether the ASX Actions comprehensively address the relevant
IBM Review Recommendations

e Whether the ASX Action is implemented in a sustainable manner

e The skills and experience of the people engaged by ASX to
implement the ASX actions

e The closure of ASX actions is supported by demonstrable
evidence, and has been subject to appropriate internal due
diligence and governance processes

e The consistency of the attestations reported in ASX's quarterly
report with our understanding of the status of the ASX actions.

Refer to section 2.3 for detailed approach related to this report.

Historic findings and recommendations

This is our second Independent Expert quarterly review report under the
Licence Condition.

In the first IE quarterly review report (ASX Independent Assessment of
IBM Recommendations Review) submitted on 28 February 2022, we
found that out of the twenty-two (22) recommendations submitted for
closure, twenty-one (21) Recommendations have executed fully and
appropriately with four (4) Recommendations requiring follow-up to
evaluate the ongoing sustainability of the ASX Actions. We are tracking
the progress of those Recommendations in this report (section 3.1), due
for update in the June 2022 quarterly review period.

In our Design Adequacy Report (ASX_Independent Expert Design
Adequacy Assessment of the ASX Response Plan_27042022_Final
Report) submitted on 27 April 2022, we found that of the remaining 37
Recommendations that were due for submission in future quarterly

© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation

reviews, there were thirteen (13) partially addressed Recommendations.
Four (4) of those partially addressed Recommendations have been
submitted as part of this second quarterly review period.

For detailed progress of the 59 IBM Recommendations please refer to
Appendix E.
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2. Introduction

2.1 Background

Recommendations Review

To address the 59 IBM Recommendations, ASX subsequently developed
a management response plan which consists of 182 deliverables. The
Plan is structured around the following seven elements (which are
different to the seven domains from the IBM review) that seek to
improve ASX's project execution capability and to reduce the likelihood
of similar project execution incidents in the future:

e Ensuring diverse thinking, avoidance of group think and
challenge

e Increasing resources

e Upgrading policies, standards, and frameworks

e Educating staff so that they clearly understand the standards
and practices expected of them

e Monitoring individual projects and the portfolio for compliance
with ASX's policies, standards and

e frameworks

e Improving ASX's testing capability and capacity

e Improving ASX's project reporting and quality.

In November 2021, the Minister imposed certain Licence Conditions on
ASX. The Australian Market Licence (ASX Limited) Additional Conditions
Notice 2021 (No. 1) dated 24 November 2021 requires ASX to:

e Address each of the recommendations to the satisfaction of
ASIC, and

e Appoint an Independent Expert (IE) to conduct an assessment of
its implementation of the ASX actions to address the IBM review
recommendations.

ASX has obtained the consent of ASIC to appoint Ernst & Young (EY) as
the IE to conduct this assessment.

© 2022 Ernst & Young, Australia. All Rights Reserved.
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2.2 Scope

EY has been engaged to deliver the following scope of work:

In accordance with Licence Condition 4, ASX must by 31 January 2022
and thereafter within 14 days of each quarter end date occurring during
the period from 31 March 2022 to 30 June 2023, give a report to ASIC
and the IE containing an update on:

e The progress of the implementation of the ASX actions to
address the review recommendations, and

e If there are any issues in implementing any remediation actions,
the reasons for those issues and what ASX Action ASX will take
to address them.

The quarterly report must be accompanied by an attestation from the
relevant oversight body from ASX.

The scope of our engagement as the IE in accordance with the relevant
licence condition is to:

e Review and assess each of the quarterly reports produced by
ASX (as required under Licence Condition 3) and

e Within 30 days of receipt of each quarterly report, provide ASX
and ASIC with a written report setting out whether the ASX
Actions undertaken in the period covered by the report
demonstrate appropriate implementation of, and progress
towards addressing, the IBM review recommendations.

2.3 Approach
When conducting our assessment for the delivery of this report, the
following activities were performed:

1. Documentation review: A detailed review and analysis of ASX's
actions and provided artefacts, including closure packs, written
responses, and additional supporting evidence. All documentation
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was provided to EY by ASX based on a documentation request. A list
of documentation reviewed can be found in Appendix D.

2. Questionnaire submission to ASX: Following review of the
documentation, the EY team submitted a set of questions (if any)
related to the recommendations and subseguent ASX actions 36-48
hours prior to the meeting where ASX prepared responses for the
joint recommendation review workshops. A list of questionnaires
submitted to ASX can be found in Appendix C.

3. Recommendation review workshops: Workshops were held to review
and discuss the recommendations between key ASX stakeholders and
EY SMRs (Subject Matter Resources) to go through the pre-submitted
questions related to ASX's remedial actions approach. A list of all
workshops conducted with ASX can be found in Appendix A and a list
of interviewed ASX stakeholders can be found in Appendix B.

Following our review of the documentation, supporting evidence and
knowledge gathered from recommendation review workshops with the
relevant ASX stakeholders, the EY team have determined whether the
ASX Actions are appropriate to close the IBM Recommendations by
adopting the following approach for each of the ASX Actions:

1. Has the recommendation been fully addressed by the ASX
Action(s)?

Yes &/ No X / Partially done <

2. Were ASX Action(s) in response to the IBM Recommendation
reasonable and appropriate?

Yes¢” / No X/ Partially done <&

3. Isthe ASX Action(s) sustainable? Has the ASX response to the
recommendation considered measures to enforce / ensure that
the ASX Actions remain closed in the future?

Yes &/ No X/ Partially done <&

The assessment criteria described above determines if the
recommendation was fully, partially, or not appropriately addressed.

© 2022 Ernst & Young, Australia. All Rights Reserved.
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For detailed and comprehensive commentary around our decision,
please refer to each recommendation’s ‘Findings’ section.

2.4 Limitations

We draw your attention to the limitations inherent in this report:

e Our work was not performed in accordance with generally
accepted auditing, review, or other assurance standards in
Australia and accordingly does not express any form of
assurance. This report does not constitute legal opinion or
advice. We have not conducted a review to detect fraud or illegal
acts.

e Our work does not assume any responsibility for any third-party
products, programs or services, their performance or compliance
with your specifications or otherwise.

e Our work did not intend to identify, address, or correct any
errors or defects in your computer systems, other devices, or
components thereof (“Systems™), whether or not due to
imprecise or ambiguous entry, storage, interpretation, or
processing or reporting of data. We are not be responsible for
any defect or problem arising out of or related to data
processing in any Systems.

e Our Recommendations review was limited to the information
available and provided by ASX at this stage, where for future
reviews included in the plan only high-level planning has been
conducted and a detailed analysis of scope and effort is pending.

e Our review was limited to documents provided by ASX as
deemed relevant in line with the agreed scope and EY requests,
with the expectation that ASX had those artefacts documented
to satisfy its own reporting needs.

e Any projection of the outcome related to the recommendation’s
response and its sustainability for future periods, is subject to
the risk that the actions may become inadequate due to changes
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in conditions, or that the degree of compliance around remedial
actions taken may deteriorate over time.

e Our scope under the licence conditions requires us to oversee
the ASX Actions taken related to ASX's Plan and our Independent
Expert review which are relevant to the recommendations and its
remedial actions. For the purpose of our engagement, we define
oversee as to observe and inspect ASX has acted accordingly.
ASX is accountable and responsible for the implementation
activities and EY will not act as management or direct the
implementation.

2.5 Use and disclosure of our reports

We are providing specific advice only for this engagement and for no
other purpose and we disclaim any responsibility for the use of our
advice for a different purpose or in a different context. If you plan to use
this advice on another transaction or in another context, please let us
know and provide us with all material information that we can provide
advice tailored to the appropriate circumstances.

Our Reports (including the EY Summary Reports) may be relied upon by
ASX and ASX's reqgulators, ASIC and the RBA, for the purpose outlined in
this SOW only. We understand that ASIC and the RBA may issue a media
release and/or a public report referring to or publishing the content of
our Reports and may publish our Reports and/or the EY Summary
Reports or make or issue its own summary from the content of our
Reports.

For the avoidance of doubt, no other party other than ASX, ASIC and the
RBA may rely on the Reports. We disclaim all responsibility to any such
other party for any loss or liability that the other party may suffer or
incur arising from or relating to or in any way connected with the
contents of our Reports, the provision of our Reports to the other party
or the reliance upon our report by the other party.

© 2022 Ernst & Young, Australia. All Rights Reserved.
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: : i In our Design Adequacy Report, we provided four (4) recommendations
3. Mon |tor|nq of Partial Iy Addressed ("IE Recommendations™), with two (2) relating to the overall ‘Program

Recommendations and ASX Actions governance and management’ by ASX of its Delivery Excellence
Program, one (1) relating to the ‘Timing of ASX Actions’ and one (1)
relating to ‘Adequacy of ASX Actions’:

3.1 Previous quarterly review periods

The objective of this section is to monitor the status of IBM I Status Date Due
Recommendations that were submitted in previous quarterly review Program governance and management
periods and deemed “partially addressed” or “not addressed”, and Articulate Change Management strategy
determine if it is fully executed, appropriate or sustainable following a for assessing each Recommendation from 30 June
re-submission by ASX and re-evaluation by the IE. an organisational change management 2022 (in
1 perspective including people impact In Progress readiness
In the first quarterly report submitted by ASX on 28 January 2022, we assessments, organisational change for next
identified the below Recommendations as needing further evidence in impacts, and training on implemented ASX quarter)
future quarters for re-evaluation: Actions (including resourcing traceability
. . L to best ensure training completion is
L4 1.2.1 - Ensure Line 2 resource eXpertlse: SUStalnablIlty of achieved) and communications approach
Actions 1 and 2
Program governance and management 31 M
. 5.1.1.- Perform cont.ract acceptance at end of project lifecycle: 2 | Develop a detailed Program Charter to In Progress 20226y
Sustainability of Action 1 provide full visibility around the Program
e 5.1.2 - Create guidelines for supplier contract acceptance Timing of ASX Actions 31 July
testing: Full execution of Action 1 If ASX does not meet their 80% of closure 2022 (if
. . . 3 i InP kpl
e 6.6.1-Ensure ASX Trade included in next annual ITDR exercise: target by the Jl.me 2022 quarterly review, nrrogress ::,rie‘:,a;:
Sustainabilitv of Action 1 AS)_( should review carry.out a workplan i
y review for corrective action required)
ASX has stateq in thgir March 2022 report .that the above Adequacy of ASX Actions
Recommendations will be re-submitted during the June 2022 quarterly . . . -
. . . Take into consideration of IE findings and
reporting period for evaluation. recommendations outlined in section 3 of
For an overview of the status of each of the 59 Recommendations, It?he Design th‘?q“a‘éy Rep‘(’jr,t fort,'BI:‘A
please refer to Appendix E. ecommendations deemed partially . 30 June
4 | addressed'. Ongoing 2023
. Consideration should be given to how ASX
3'2 DGSlgn Adequacy Report address these items in a more holistic
The objective of this section is to monitor the status of the manner than oltlined currently to ensure
. . . closure in the relevant quarterly review
recommendations we made as the IE in our Design Adequacy Report, and period
determine if they have been addressed by ASX. i

© 2022 Ernst & Young, Australia. All Rights Reserved.
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Note: This will form as part of the outcome
of our IE quarterly review assessments,
until the last report in August 2023.

Please refer to the Design Adequacy Report to read our detailed findings
and commentary.

Based on current progress, ASX are not on track to meet their 80%
target in the June 2022 quarterly review period, and intend to re-plan
their delivery timeline in the upcoming months. We will provide our
assessment of the re-planned timeline as soon as reasonable.

© 2022 Ernst & Young, Australia. All Rights Reserved.
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4, Our Findings

Detailed below are our Independent Expert findings following our
assessment of the actions taken by ASX as part of their Response Plan to
address the IBM recommendations, on whether ASX have taken the
adequate steps to close the recommendations.

The following pages provide detailed findings for each of the nine (9)
recommendations submitted by ASX to ASIC and RBA on 13 April 2022
as part of the second quarterly review period.

© 2022 Ernst & Young, Australia. All Rights Reserved.
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Summary of Review Recommendations Assessment

Below is a summarised view of the outcome of each Recommendation and its related ASX Action(s) submitted this quarter. For detailed commentary
around findings please refer to the following pages.

# Recommendation / ASX Actions Executed Appropriate Sustainable
Review project priority categorization requirement Recommendation has been partially addressed
Project Risk Specialist to be recruited (New Headcount) to refresh the Enterprise Project Risk
Action 1 | Management Framework and associated templates, metrics and controls and manage the 4 4 4
framework going forward
1.2.6 Action 2 | Review criteria for assessing P1, 2, and 3 projects and management actions that follow 4 V4 &
Action 3 Review criteria for assessing high, medium, low risk projects (PRA) and management actions v v v
that follow
Action 4 | Present this to the PGG X V4 &
Action 5 | Update impacted policies after PGG endorsement S* 4 I*
Identify project risks using techniques to get diverse views Recommendation has been partially addressed
. Project Risk Specialist to be recruited (New Hire) to define and manage the Enterprise Project
D Management Framework, templates, practices, controls and metrics 4 v v
2. Update the following policies/documents to include this concept
a. Enterprise Risk Management Framework (ERMF)
1.3.6 | Action 2 | b. Enterprise Project Risk Management Framework (EPRMf) 4 4 %
c. Project Risk & Issues Management framework (PRIMf)
d. Risk Champions guidance note
Action 3 | Update the Expectations of Line 2 on PSGs document to include this concept & 4 &
. Include as a topic of discussion in the Risk culture and awareness short and long-term education
Action 4 session in responseto 1.1.1-2 4 v v
At next upgrade, evaluate need for clean contract baseline with Nasdag Recommendation has been addressed
5.1.3 Action 1 ASX will clean Nasdag contract at the next major upgrade. This will be noted and diarised by v & &
both Vendor Management and Contract Management
© 2022 Ernst & Young, Australia. All Rights Reserved.
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# Recommendation / ASX Actions Executed Appropriate Sustainable
Update central repository for testing documents Recommendation has been addressed
Implement a central QE repository for all testing related policies, procedures, methods and tools
Action 1 | to provide a uniformly accessible and integrated source for reference for the ASX testing V4 V4 &
6.2.2 methodology
. Include demonstration and use of central repository into ASX QE vision, policy, processes and
Action 2 procedures awareness and embedding program v 4 v
Action 3 | Ensure repository is appropriately visible to external parties 4 V4 4
Include solution maturity assessment in Design Authority checklist Recommendation has been addressed
6.4.1 Action 1 Err:sapr;;ﬁ architecture process to embed formal indicators of quality risk to quide testing strategy v v v
. Include “Solution Quality” as an evaluation criteria (including minimum thresholds) in the
Action 2 architecture evaluation process v v v
Evaluate need for full DR test before major system release Recommendation has been addressed
. Enhance QE policy, processes, procedures and acceptable testing standards for non-functional
6.4.4 | Action 1 testing, addressing mandatory testing types such as full ITDR/BCP testing of major systems v v v
Action 2 | Integrate mandatory non-functional testing types into delivery risk management processes 4 V4 4
Consider using independent expert to review test plan for high risk projects Recommendation has been partially addressed
Action 1 Establish mode'l and.panel for |r'1d.epende'nt speC|aI'|s.t.rev1ew and advice regarding test strategy < v v
6.4.8 and plans and inclusion of specialist testing capabilities
Action 2 | Update estimation and delivery frameworks to include specialist review & 4 &
. Provide ongoing monitoring and reporting and feedback to ASX governance forums
Action 3 (TOSC/ARC), continuous improvement and QE governance v v v
Review policy on conformance testing Recommendation has been addressed
6.7.1 - r —— - -
. A review of the nature and reason for any customer ‘testing’ on go-live weekends will be
i undertaken v v v
Action 2 | Any findings from this will be updated in relevant testing and Project Governance policies 4 4 &
© 2022 Ernst & Young, Australia. All Rights Reserved.
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# Recommendation / ASX Actions Executed Appropriate Sustainable
Ahead of and dur!ng an outa'ge, identify conditions under which certainty provided to Recommendation has been addressed
customer by closing for entire day

7.1.1 - - - - - -

Action 1 Establish a working group to consider options for managing the market in the event of an v v v
extended outage, and bring back a proposal on how to provide additional clarity to market users
* Considered complete as not applicable for this specific action
© 2022 Ernst & Young, Australia. All Rights Reserved.
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Recommendation 1.2.6: Review project priority
categorization requirement

execution of Action 4 as ‘Not Executed’ and the
sustainability of Action 4 as ‘Partially
Addressed’ until such time we can confirm that
ASX has presented the changes to their PGG for
endorsement and sign off.

EY will include the completion of this ‘Partially
Addressed’ item in its scope for subsequent
reviews.

Executed Appropriate Sustainable
ASX Action 1 & & &
ASX Action 2 & V4 &
ASX Action 3 V4 4 4
ASX Action 4 X & &
ASX Action 5 L* & P*
Recommendation Partially
Addressed?
Comment This recommendation has been largely closed

with the actions conducted to date.

While ASX has reviewed their criteria for
assessing P1, P2 and P3 projects, and the
criteria in the PRA for assessing high, medium
and low risk projects, to support the
implementation of the Recommendation, ASX
has not executed Action 4 as at the time, they
deemed the changes made not material enough
to require PGG presentation and sign off, and
the Line of Business executive had already
reviewed and endorsed the changes. However,
following a meeting on 12 May 2022, ASX has
confirmed that as per their internal process, the
changes are required to go to the PGG for
endorsement and sign off as per their RACI
matrix, and they will do so accordingly.

In terms of Action 5, ASX determined that
policies were not required to be updated as they
had already been updated from previous
Recommendations being implemented, and the
changes were not material enough to require
further changes. As a result, we are marking the

© 2022 Ernst & Young, Australia. All Rights Reserved.
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* Considered complete as not applicable for this specific action

Background/Tasks

Review the categorisation and differences in approach between the
various project priority levels to ensure it is suitable against risk appetite

and control needs.

ASX Action(s)

1. Project Risk Specialist to be recruited (New Headcount) to
refresh the Enterprise Project Risk Management Framework and
associated templates, metrics and controls and manage the
framework going forward

2. Review criteria for assessing P1, 2, and 3 projects and
management actions that follow

3. Review criteria for assessing high, medium, low risk projects
(PRA) and management actions that follow

4. Present this to the PGG

5. Update impacted policies after PGG endorsement

Findings
ASX Action 1:

ASX has recruited a new Senior Project Risk Specialist for their
Enterprise Risk Management space, who started on 1 February 2022.

During the recruitment process, ASX included as part of the ‘Position
Description’ that the “position will be directly responsible for the
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Enterprise Project Management Risk Framework and associated policies,
processes, tools, templates and performance metrics / reporting of
project delivery risk at an enterprise level.”

As part of their ‘'Summary Consolidation Page' provided in the closure
pack for Recommendation 1.2.6, ASX has acknowledged that the Senior
Project Risk Specialist will also lead and contribute to the analysis,
design and build for future IBM recommendations and actions focused on
refreshing project risk management: Recommendations 1.2.2, 1.2.3,
1.3.5and 1.3.7.

ASX Action 2:

ASX has conducted an ‘ASX Project Criteria Review’ (current state
assessment) in March 2022 to determine if a change was required to the
P1, 2 and 3 criteria below, and management actions. The criteria
definitions are:

e Priority 1: Primary driver - long-term sustainable value, ASX
Contractual commitment or regulatory imposed deadline /
obligation

e Priority 2: Direct pre-requisite relationship to Priority 1

e Priority 3: Delivers incremental revenue or operational
efficiency / stay in business objectives to ASX and Customers

ASX noted that P1, 2 and 3 was originally established to inform project
priority, however its current focus is determining management actions.
Some leadership & project team members interpreted the rating as an
informal ‘priority within a priority’. Alternatively, a process introduced by
Internal Investments to aid in decision making at group level (ExCo) could
be leveraged to formally designate priority.

Following their internal review, ASX had the following conclusions and
recommendations to improve consistency in applying appropriate
controls and management actions to projects:

e Conclusion 1: Wide variation of classification possible based on
interpretation of P1,2,3 definitions leading to inconsistent
application of controls & management actions on projects

© 2022 Ernst & Young, Australia. All Rights Reserved.
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= Recommendation: Replace P1,2,3 with assessment
based determination of project categories, e.g.,
Tier1,2,3 that does not indicate priority
e Conclusion 2: P1,2,3 used for two sometimes contrasting
purposes: project importance and project governance (e.qg.,
project can be simple yet important)
= Recommendation: Replace P1,2,3 with specific
terminology that defines project categorisation, formally
excluding notion of *Priority’ from assignment of
required controls & management actions
e Conclusion 3: Non-projects (i.e., Service Releases) are assigned
P1 to highlight requlatory related small change to leadership
Recommendation: Exclude non-projects from project
categorisation, and if required, define alternate
reporting / governance approach for Regulatory
commitments / obligations that are non-project

ASX Action 3:

The Project Risk Assessment (PRA) is used at ASX to determine if a
project is high risk, medium risk or low risk. As part of their review
process, ASX reviewed all elements of their PRA against the ASX Risk
Appetite Statement (RAS), and made changes to align the PRA and RAS,
in terms of domain and language consistency. ASX provided evidence of
all the changes made in a document, which contained a table identifying
all the changes from the most recent version of the PRA template
incorporated into the new version of the PRA released in March 2022.
The changes were:

e Changing 'Risk Dimension' heading from ‘Project’ to ‘Operational’

e Changing ‘Risk Category' from ‘Experience & Resources' to
‘People’

e Changing 'Criteria’ heading from 'Project Team Size' to
‘Resource Effort/Capability (Demand/Supply)’

e 'Risk Scoring Guidance' updated for ‘Resource Effort/Capability
(Demand/Supply)’

e Realigning 'Risk Category' from ‘Testing’ to ‘Technology’ 'Risk
Dimension'
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ASX noted the subject of greatest change was the criteria related to
‘Project Team Size’ being assessed as ‘Resource Effort/Capability
(Demand/Supply)’, with the latter criteria replacing the former and
extending to new Risk Scoring Guidance.

ASX stated in their written response on 27 April 2022 that the changes
made did not affect the manner in which the PRA process is executed nor
the mechanics of using the template.

ASX Action 4:

ASX stated that as part of Action 2, they produced the *‘ASX Project
Criteria Review’ paper that drew conclusions and provided
recommendations on how ASX could start applying consistent controls
and management actions to projects that are standard driven when
considering project categorisation. The paper was reviewed and
endorsed by the Customer Line of Business Executive, the Delivery
Centre of Excellence General Manager and EPMO Senior Manager and
deemed fit for purpose as a recommendation to proceed to further
solution design and build. This artefact would inform the next stages of
design and building a scaled framework that uses the standard of project
categorisation, relating to Recommendations 1.3.4 and 3.2.1 which will
be presented in future quarterly reviews.

Due to the sequencing of deliverables, ASX determined that the changes
resulting from Action 2 and 3 were not required to be reviewed by the
PGG at this time, and do not have impact on policies. ASX stated that
once further analysis is performed after the related recommendations
are submitted for closure, the presentation to PGG and the identification
of impacted policies will be performed.

ASX Action 5:

As stated in Action 4, ASX determined that the changes resulting from
Action 2 and 3 were not required to be reviewed by the PGG at this time,
and do not have impact on ASX policies. ASX intends to perform further
analysis after the related recommendations (1.3.4 and 3.2.1) are
submitted for closure, and then the presentation to PGG and the
identification of impacted policies will be performed.
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ASX stated they concluded that there was no requirement to take
changes made in Action 3 to the Project Risk Assessment (PRA) to PGG,
as the changes were not materially significant to warrant PGG visibility,
review and signoff. The changes made were to align the PRA to the ASX
Risk Appetite Statement, and resulted in no change to the manner in
which Project Risk Management is treated and executed.

ASX Action(s) update Communication Log:

Channel Description Date
ASX Delivery Communication to raise 25/03/2022
Framework Blog awareness of change and
Post on Confluence effective use (PRA template
updates)
Outlook Email Communication to raise 28/03/2022
awareness of change and
effective use (March ASX
Delivery Framework changes)
EY |15




Recommendation 1.3.6: Identify project risks
using techniques to get diverse views

Executed Appropriate Sustainable

ASX Action 1 &

ASX Action 2 V4

ASX Action 3 &

ASX Action 4

A
JIRIK|%

<

Recommendation

Addressed? Partially

Comment This recommendation has been largely closed

with the actions conducted to date.

While ASX has stated they will be including this
topic for discussion in the Risk Culture and
Awareness short and long-term education
sessions under Recommendation 1.1.1-2 (due in
June 2022), this training has not been
completed. As a result, we are marking the
execution and sustainability of ASX Action 4 as
‘Partially Addressed’ until such time we can
confirm that ASX has completed the long-term
training sessions due in June 2022.

EY will include the completion of this ‘Partially
Addressed’ item in its scope for subsequent
reviews.

Background/Tasks

Project risks should periodically be identified using a Delphi-style
technique to reduce risk of group think and normalcy biases. Other risk
identification techniques described in ISO 31010 should also be
considered at key project milestones. Risk identification should also be
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tagged against standard categories, to enable reporting of
categorisation coverage to control functions.

ASX Action(s)

1. Project Risk Specialist to be recruited (New Hire) to define and
manage the Enterprise Project Management Framework,
templates, practices, controls and metrics

2. Update the following policies/documents to include this concept:

e Enterprise Risk Management Framework (ERMF)

e Enterprise Project Risk Management Framework (EPRMf)
* Project Risk & Issues Management framework (PRIMf)

e Risk Champions guidance note

3. Update the Expectations of Line 2 on PSGs document to include
this concept

4. Include as a topic of discussion in the Risk culture and awareness
short and long term education session in response 1.1.1-2

Findings
ASX Action 1:

As stated in the Findings for Recommendation 1.2.6, ASX Action 1, ASX
has recruited a new Senior Project Risk Specialist for their Enterprise
Risk Management space, who started on 1 February 2022.

See ‘Findings’ section for Recommendation 1.2.6, ASX Action 1, for
additional details.

ASX Action 2:

Following the recommendation, ASX has updated relevant policies and
documents to include the concept of the Delphi technique when
uncertainty exists and expert and diverse judgement is needed, and to
raise awareness of other risk identification techniques that can be used
to assist in reducing bias and group think. Updates were made to the
following artefacts:

e Enterprise Risk Management Framework (ERMF)
= Section 3.2 'Principles’, bullet point three
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= Under section 3.3 ‘Three Lines of Defence’, in table row
titled ‘Line 2 CRO Risk and Compliance Team’, bullet
point two

= Section 5.6 ‘Project Risk Management’, in table row
titled ‘Development plan to PGG, initial funding stage’,
and column 1 footnote 15 (describes periodic review of
PRA)

= Section 5.6 'Project Risk Management’, first paragraph
after table; identifies sources for risk raising (additional
to PRA and Process Risk Assessment exercises)

= Section 6.1 'Risk Context’, topic titled 'Risk & Compliance
Culture’, bullet points two and three

= Section 6.2 'Risk Identification and Assessment’, topic
titles 'Risk Identification’, after the table bullet point
three identifies techniques project must use, which
includes the Delphi technique. The footnote points out
other technigues from ISO standard 31010 can be used

= Under 'Appendix | - Key Risk Categories’, under
‘Operational’ risk category, bullet point eight

e Project Risk Management Framework (formerly the EPRMf)
= Section 1 ‘Project Risk Assessment’, final paragraph with
title ‘How to identify risk’
= Section 3 ‘Implementation Readiness’, final paragraph
with title ‘How to identify risk’
= Both sections 1 and 3 link to further guidance

e Project Risk & Issues Management framework (PRIMf) under
Delivery Risk Management Framework
= Expandable section titled ‘Risk and Issue Management -
Workflow', under ‘Process Step’, step 2 ‘Identify Risk /
Issues and Evaluate’, final paragraph with title ‘How to
identify risk’

e Risk Champions guidance note

© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation

= A guide created to assist Risk Champions to execute
effective risk management

= Section titled ‘What is a Risk Champion’, area titled 'Risk
Champions’, bullet point two and dash point four

= Topic at end of the guide titled ‘Speaking up’

= A ’'Guidance on risk identification techniques (aligned
with ISD31010" was also distributed to Risk Champions

In their written response provided on 27 April 2022, ASX explained that
the Delphi technique is mandatory for the Project Risk Assessment and
the Implementation Readiness go/no-go decision for go-live. ASX has
created a section under ‘Project Risk Management' on their Confluence
site to provide projects with guidance on how to use the Delphi
technique.

ASX also stated that at the commencement of a ‘Define & Plan’ phase a
mandatory BTOPPC (Business Vision and Strategy, Technology &
Services, Organisation & Roles, Process and Procedures, People and
Culture, Customer Experience) assessment is performed and this helps
identify stakeholders to be engaged to contribute to a project - the panel
identified for the Delphi technique adoption can be a construct of people
from many ASX Line of Businesses.

ASX Action 3:

ASX has updated the ‘Guidance for Line 2 on Project Risk Governance’
document under section 1 ‘Project Risk Assessment’, under title
'Risk/issue identification, assessment and management’, bullet point
five, and section 2, under title ‘Risk/issue identification, assessment and
management’, bullet point two, for the comment ‘Have resources with
relevant subject matter expertise been involved in assessment of process
impacts, and any existing/new controls identification and assessment
forums been appropriate to reach consensus (e.q. ‘Delphi’ technique to
help reduce bias and group think)" to be included.
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ASX Action 4:

ASX delivered 3 training sessions in December 2021 to highlight and
uplift the visibility and awareness of risk management and its
relationship to governance. One session was delivered to ASX board
members and the other 2 sessions were delivered to ASX Project
Sponsors, Owners and PM’s involved in P1 and High-Risk Projects, plus
any other identified stakeholders.

As part of their response to recommendation 1.1.1, which is due for the

July 2022 review, they have included action ASX Actions to:

I. Update policies to include special focus on risk culture and
awareness in projects
Il. Provide both short-term and long-term staff education on
topic of Risk Culture

ASX advised participants on page 15 of the training presentation pack
that *‘Application of the Delphi technique to avoid and minimise the
potential for ‘Group Think" in risk assessments will be introduced in Q4
FY22'i.e., included as a topic of discussion in upcoming long-term

education programs.

ASX Action(s) update Communication Log:

Champions - Risk identification
and Delphi technique

Channel Description Date
ASX Delivery Communication to introduce 25/03/2022
Framework Blog Delphi Technique concept
Post on Confluence
Outlook Email Communication to raise 28/03/2022
awareness of change and
effective use (March ASX
Delivery Framework changes)
Outlook Email Communication to Risk 13/04/2022

© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation

EY |18



Recommendation 5.1.3: At next upgrade, evaluate
need for clean contract baseline with Nasdagq

Executed Appropriate Sustainable

ASX Action 1 < " v

Background/Tasks

At the next major upgrade, ASX should evaluate the need to create a
clean contractual baseline with Nasdaq to reflect current ways of
working, terminology, conditions, schedules.

ASX Action(s)

1. ASX will clean Nasdaq contract at the next major upgrade. This
will be noted and diarised by both Vendor Management and
Contract management

Findings
ASX Action 1:

ASX entered into a new contract (IT Services Agreement (ITSA)) with
Nasdaq in March 2022.

During the Recommendation Review Workshop held on 28 April 2022
(Q&A Review for Recommendation 5.1.3), ASX informed that discussions
with Nasdaq

involved the following high-level process:
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|
|
In their written response provided on 2 May 2022, ASX gave a view of
the proposed timeline at the commencement of the negotiations

between both parties . ASX also
provided a view of the ASX team involved in the contract negotiations]

The contract is owned by the Group Executive for Markets, however,
responsibility for the day-to-day review of the contract was delegated to
the General Manager for Trading & Clearing Services. Responsibility was
delegated appropriately to those who had more expertise in particular

areas of the contract e.q., technical aspects. e
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In their written response provided on 5 May 2022, ASX confirmed that
the guidance set out in the
Vendor Management Framework is applicable to this contract, and the
Contract Owner is responsible for the contract review and
administration.

ASX Action(s) update Communication Log:
N/A
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Recommendation 6.2.2: Update central repository
for testing documents

Executed Appropriate Sustainable
ASX Action 1 4 4 4
ASX Action 2 4 & &
ASX Action 3 & & &
Recommendation Yes
Addressed?
Comment Recommendation has been addressed, as
evidenced by the findings outlined below. ASX
Actions are deemed appropriate and sustainable
at the present time.
Background/Tasks

Review and update the central repository for all testing related policies,
procedures, methods, tool description, to prove a uniformly accessible
source for reference.

ASX Action(s)

1. Implement a central QE repository for all testing related policies,
procedures, methods and tools to provide a uniformly accessible
and integrated source for reference for the ASX testing
methodology

2. Include demonstration and use of central repository into ASX QE
vision, policy, processes and procedures awareness and
embedding program

3. Ensure repository is appropriately visible to external parties

Findings
ASX Action 1:
Following the recommendation, ASX has created a ‘Quality Engineering

Repository’ which can be accessed via the ‘Quality Engineering & Testing
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Home' page on the Confluence site. Originally, ASX had a ‘Software
Testing Governance Home' page, but have deactivated it so that the
QE&T Home is the single source location that supports QE&T function.

The QE&T home page is the landing page and entry point for all
management system related artefacts that support the ‘what, why and
how’ of the QE&T methodology and identified in a single space the QE&T
services provided within ASX.

The main sections of the site are:

Vision, Policy Strategy
Shared Services
Initiatives

Process & Templates
QE&T Capabilities
Governance

ASX has subsequently updated its ‘ASX Delivery Framework’ to include a
link to the QE&T home page (under section titled ‘Deliverables - Quality
Engineering and Testing) so that it can be easily found and accessed by
users.

ASX Action 2:

ASX has conducted live demonstration sessions of how to use the new
central repository at 6 forums:

e 16" March 2022 - Test Management session

e 16™ March 2022 - ASX Delivery Framework Working Group
session

23" March 2022 - All Testers session #1

23" March 2022 - Solution Engineering session

24 March 2022 - All Testers session #2

25%™ March 2022 - Application Support session

In their written response provided on 2 May 2022, ASX stated that for
individuals that were not able to attend one of the demonstration
sessions, peers would provide support to them. If further support is
needed, individuals can contact the email
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Ongoing, users are supported by the ‘About & How to Use this Space’
section on the QE&T Confluence space.

ASX Action 3:

ASX has designed a process for external parties to request and gain
access to the QE central repository on Confluence. ASX has measures in
place (via SailPoint) so that the external party user is restricted to the
QER&T Confluence space only and without the ability to visit any other
Confluence spaces.

In their written response provided on 2 May 2022, ASX stated that
external users will have unrestricted access to the central repository and
will be able to see all pages on the QE&T Confluence space. ASX added
that the repository is a knowledge base for information, and given
external users are consumers rather than producers of this knowledge,
they will have no need to edit policies, processes and tools. Editing is
restricted to members of the group ’

ASX Action(s) update Communication Log:

Channel Description Date

Outlook Email Communication announcing launch of | 31/03/2022
new Quality Engineering & Testing
repository in Confluence

Blog Post on Communication posted on QE&T 31/03/2022
Confluence homepage for awareness and future
reference
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Recommendation 6.4.1: Include solution maturity Maturity, covering both market and technolo.gy) dimension,g new ris_k
category called ‘Software Products and Services’ and maturity criteria,

assessment in Design Authority checklist to score risk and drive a solution technology maturity assessment at the
beginning of the project lifecycle.

Executed Appropriate Sustainable
ASX Action 1 & & &
ASX Action 2 & V4 &

Background/Tasks

As part of the Design Authority checklist, include a solution maturity
assessment that covers the market and technology maturity dimensions.

ASX Action(s) . . - - -
) o This new "Maturity’ criteria acts as a formal indicators of quality risk to
1. Enhance architecture process to embed formal indicators of guide ASX's testing strategy and plan. ASX has updated their ‘Quality
quality risk to guide testing strategy and plan Engineering & Testing Policy’ on the Confluence site accordingly, as
2. Include “Solution Quality” as an evaluation criteria (including outlined in the findings under ASX Actions 2.

minimum thresholds) in the architecture evaluation process . . . .
In their written response provided on 2 May 2022, ASX informed that

Findings the selection by ASX and management of vendor’s capability to provide

) ) o ) and deliver a product or service, i.e., Technology - Software Products
At a meeting on 13 May 2022, ASX's CIO provided information that and Services, is governed by the ASX Vendor Management Framework in
ASX's interpretation of ‘market maturity’ (as per IBM’s Background/ conjunction with the ASX Procurement Policy.
Tasks) refers to market penetration/usage e.g., how often has this . )
technology been rolled out in the market. We adopted the same ASX Action 2:
interpretation to assess the following ASX's Actions. As stated in ASX Action 1, ASX has introduced a new risk category called
ASX Action 1: 'Softwarg Products and Services’ ar}d maturit.y criteria as part of the

) ) ) Project Risk Assessment, to score risk and drive a solution technology

ASX has updated their ‘Project Risk Assessment (PRA)" template (an maturity assessment at the beginning of the project lifecycle.

excel spreadsheet) to include under the ‘Technology’ (i.e., Solution
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Liability Limited by a scheme approved under Professional Standards Legislation EY |23



ASX has also updated the Design Authority template under the section
titled ‘DA - Summary Option Comparison (Alignment)’, category titled
‘Alignment to Architecture’, to include a criteria titled ‘Degree of
Solution Maturity (proposal / project)’, to summarise the findings from
the Risk Assessment (key risks or concerns identified as part of the
review (ACM, domain architect, business case or project team)).

Under section 5 *Quality Engineering Guidelines’ of the ‘Quality
Engineering & Testing Policy’ on the Confluence site, ASX has
incorporated under ‘Design Principles’ of the section ‘Testing Strategy
Assessment and Guidance’, that:

The architecture evaluation process includes solution maturity
of vendor software as an evaluation criteria

Enterprise architecture will perform a risk assessment of vendor
software maturity, covering products and services, based on
vendor information

The outcome of the risk assessment is reported to the Design
Authority, and as part of the overall project risk assessment
process

The outcomes are also then incorporated into collaborative
assessments (by Architecture, Engineering and Testing) of the
change impact that will be used to determine the correct change
pattern for risk-based testing assessment

ASX Action(s) update Communication Log:

Channel Description Date
Design Authority Presentation of changes (new 14/03/2022
Meeting Design Authority template) for

information and awareness

Test Management | Changes to the Design Authority 29/03/2022

Meeting template and PRA tabled for

discussion and awareness

Outlook Email Communication of new QE 30/03/2022

transformation items from test
management meeting
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Recommendation 6.4.4: Evaluate need for full DR
test before major system release

Executed Appropriate Sustainable

ASX Action 1 & & &

ASX Action 2 4 & &

Recommendation

Addressed? s

Comment Recommendation has been addressed, as
evidenced by the findings outlined below. ASX
Actions are deemed appropriate and sustainable
at the present time.

Background/Tasks

Evaluate the need to update the necessary policies to require that a full
ITDR/BCP test be conducted as part of the testing program prior to
implementing any major system or raise a formal delivered risk.

ASX Action(s)

1. Enhance QE policy, processes, procedures and acceptable
testing standards for non-functional testing, addressing
mandatory testing types such as full ITDR/BCP testing or major
systems

2. Integrate mandatory non-functional testing types into delivery
risk management processes

Findings

ASX Action 1:

ASX has updated their ‘ASX Business Continuity Management (BCM)
Exercise Framework’ document under section 9.3 ‘Testing New or

Upgraded Systems’ to include guidance on the ITDR/BCP requirements
for new or existing systems.

© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation

The new requirements are:

ASX has also updated their ‘Quality Engineering & Testing Policy -
Quality Engineering Guidelines’ on their Confluence site to link back to
the new ITDR/BCP requirements in the BCM Framework. Under section 5
‘Non-Functional Test Patterns’, the first bullet point under the
‘Mandatory Test Patterns’ table states that ‘The BCM Framework should
be consulted to validate if Disaster Recovery Testing can be conducted
after the production release date’.

Action 2:

ASX has updated their ‘Quality Engineering & Testing Strategy - Quality
Engineering Strategy’ on their Confluence site to include a ‘Process and
Governance Model’ for Risk Based Testing. The ‘Risk Based Testing
Framework’ prescribes the mandatory test types and coverage for Non-
Functional Testing depending on project risk, application criticality and
change impact. If a project wants to deviate from the prescribed test
pattern, it needs to go through the exception process outlined in the
framework.

ASX Action(s) update Communication Log:

Channel Description Date
Fortnightly Test Changed to Non-functional 29/03/2022
Management Testing requirements tabled for
Meeting discussion and awareness
Outlook Email Communication of new QE 30/03/2022

transformation items from test

management meeting
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Recommendation 6.4.8 Consider using
independent expert to review test plan for high
risk projects

section in their QE&T Confluence space, and has
been able to manage the new process.

EY will include the completion of this ‘Partially
Addressed’ item in its scope for subsequent
reviews.

Executed Appropriate Sustainable
ASX Action 1 & & &
ASX Action 2 & & v
ASX Action 3 & & &
Recommendation Partially
Addressed?
Comment This recommendation has been largely closed

with the actions conducted to date.

While ASX has stated they will be providing
ongoing monitoring, reporting and feedback to
ASX governance forums (Project SGGs/ESGs,
Enterprise Strategic Quality Forum and Project
specific Strategic Quality forums, and other
forums such as TOSC and ARC if required) to
support the implementation of the
Recommendation, ASX has not provided
evidence that they have reported to their
Enterprise Strategic Quality Forum and Project
specific Strategic Quality forums or
demonstrated that they have been able to
maintain this new ongoing process.

As a result, we are marking the execution and
sustainability of ASX Action 3 as ‘Partially
Addressed’ until such time we can confirm that
ASX has provided ongoing monitoring, reporting
and feedback to the Enterprise Strategic Quality
Forum and Project specific Strategic Quality
forums, as stated in the ‘Independent Specialist
Test Strategy Reviews Metrics and Reporting’
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Background/Tasks

For complex high-risk projects, consider using an independent specialist
party for an independent review of the plan and provide for a wider set
of test capabilities in addition to internal testing. For example, for the
test strategy and planning, to extend the depth and breadth of risk
identification, greater test plan execution coverage.

ASX Action(s)

1. Establish model and panel for independent specialist review and
advice regarding test strategy and plans and inclusion of
specialist testing capabilities

2. Update estimation and delivery frameworks to include specialist
review

3. Provide ongoing monitoring and reporting and feedback to ASX
governance forums (TOSC/ARC), continuous improvement and
QE governance

Findings
ASX Action 1:

ASX has updated their ‘ASX Delivery Framework’, under ‘Quality
Engineering and Testing’, to include the new ‘Independent Testing
Quality Assurance’ page on their Confluence site. This page includes the
‘Independent Testing Quality Assurance’ document which describes the
framework for independent testing quality assurance at ASX. It sets out
the following:

e What are the goals and the scope of independent test
assessments and assurance
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e What are the criteria for independent assessments of test
strategies and testing processes (e.qg., mandatory versus
optional, internal versus external), and when an independent
assessment should be conducted

¢ Who conducts the independent assessment and provides
assurance and what are the roles and responsibilities in this
process

e How will findings and recommendations from the independent
assessment process be dealt with

ASX has created the ‘Vendor Relationship Management (VRM) -
Preferred Suppliers) page on their Confluence site, which contains a
published table (panel) of preferred suppliers which can be used to
provide independent services, in compliance with ASX's Procurement
Policy. The table in the 'VRM - Preferred Suppliers’ page explicitly
highlights the two (2) areas of:

e Services - Independent testing quality assurance
e Services - Independent specialist test strategy review

ASX has provided evidence that since the establishment of the
‘Independent Quality Assurance Framework’ and ‘VRM - Preferred
Suppliers’ panel, the new requirements for independent specialist review
have been used on projects.

ASX Action 2:

The *Project Initiation Workshop (PIW)" is a mandatory step in the
‘Prioritisation & Selection’ phase of the ASX Delivery Framework lifecycle
to support the initial set-up process to complete the Concept Approval
(for seed funding)/Business Case for the initiative.

On the PIW Confluence page, ASX has stated explicitly under the *Who
will attend the project initiation workshop' section, under the second
bullet point, that ‘Representatives from Technology CoE: Architecture,
Testing, Engineering’ are required to attend. Under the section ‘What is
the agenda for the Project Initiation Workshop?’, bullet point six, ASX
has clearly stated 'Test strategy assurance requirements’. These two
updates indicate the inclusion of ‘Testing Independent Review of Test
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Plan and Test Capabilities’ in the early lifecycle of the Prioritisation,
Selection & Setup phase of a project.

ASX has also updated the 'Project Risk Management Guidance’, under
the ‘Project Risk Management' section on their Confluence site, to state
(under point 1 ‘Project Risk Assessment (PRA)") that ‘the outcome of the
Project Risk Assessment will determine requirements for independent
and specialist assessments of the project test strategy, which need to
be considered as part of the project’s schedule, budget and resourcing.’

ASX has a ‘Test Estimation Process’ section on their Confluence site,
which provides users with a ‘Test Estimates Checklist (Test Estimation -
Checklist for Consideration)’ page to guide them on which estimation
template should be used depending on the category of the initiative. The
templates are:

e Estimation Template for New Implementation
e Estimation Template for System Upgrade

The ‘Test Estimates Checklist’ page also includes a ‘Indicative Guidance
on independent testing quality assurance assessments and specialist test
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strategy reviews’ table, which provides guidance on type of assurance
assessment, indicative effort and indicative budget for external provider,
depending on the project size.

ASX Action 3:

Within the QE&T Confluence space, ASX has a section titled ‘Independent
Specialist Test Strategy Reviews Metrics and Reporting’. The two areas
covered under this section are:

e Metrics/data to be captured and reported for each external
specialist test strategy review

= |dentifies the metrics to measure quality and quantity of
Test Strategy development by ASX, reporting and
supporting continuous improvement in the manner in
which ASX develops a Test Strategy

e Metrics and status will be reported at the following forums

= Project SGGS/ESGs

= Enterprise Strategic Quality Forum (to be established in
April 2022) - expected to be monthly

= Project specific Strategic Quality forums

The metrics will also be incorporated into the monthly and
quarterly Technology CoE board metrics and reporting. The
measurements and reporting will also be able to be reported in
other governance forums, such as TOSC (Technology Operations
Security Committee) and ARC (Audit and Risk Committee), if
required.

ASX Action(s) update Communication Log:
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Channel

Description

Date

Training Session
Meeting

Communication on important
updates to the Project
Management Framework
(Independent Testing Assurance
Training Material)

20/01/2022

Outlook Email

Distribution of Independent
Testing Assurance Training
Material following training
session

20/01/2022

Blog Post on
Confluence

Messaging and announcement to
raise awareness and change of
Independent Testing Assessment

24/01/2022

Outlook Email

Communication from Head of
Testing (Awareness for new
projects - two new processes to
independent testing assurance)

25/01/2022

Outlook Email

Communication between Head of
Testing and ERM (Awareness -
new independent testing
assurance process which will also
cover customer testing)

27/01/2022
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Recommendation 6.7.1: Review policy on
conformance testing

Executed Appropriate Sustainable

ASX Action 1 & & &

ASX Action 2 4 & &

Recommendation Yes

Addressed?

Comment Recommendation has been addressed evidenced
by findings outlined below. ASX Actions are
deemed appropriate and sustainable at the
present time.

Background/Tasks

Review the policy to consider whether mixing any form of customer
testing with go-live weekend activities is appropriate for critical new
system deliveries.

ASX Action(s)

1. Avreview of the nature and reason for any customer ‘testing’ on
go-live weekends will be undertaken

2. Any findings from this will be updated in relevant testing and
Project Governance policies

Findings
ASX Action 1:

ASX has performed a review of their testing policy and created a new
document called ‘Customer Testing Requirements’. This document
provides guidance and scenarios that project team members (i.e.,
platform owners, project owners, project managers, testing teams and
customer technical support teams (CTS)) should consider to determine
what customer testing would be required to support various testing
activities in preparation for a platform or service upgrade.
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The customer testing types covered in the document are:

Standard Test Platform Access

Self Testing

Conformance Testing (Accreditation)
Industry Wide Testing (IWT)

Dress Rehearsals (DRs)

Go-live Weekends

The guidance documents also details the attestation process for
customer testing:

e For small projects, the attestation can be an email

e For larger projects, the standard attestation template (PDF
format) provided by ASX will need to be completed and signed by
a senior person presenting the customer entity

During the Recommendation Review Workshop held on 28 April 2022
(Q&A Review for Recommendation 6.7.1), ASX informed that the list of
customer testing types they use has been built up over time in
consultation with customers based on what customers feel works best
for them, as well as what ASX determines is required from a project
point of view. Additionally, ASX has looked at what other exchanges
around the world use for customer testing and have informed that the
testing types ASX use are typical of those used by other exchanges.

Furthermore, during the workshop, ASX also explained that there are
exceptions that can be made when it comes to customer testing. If a
customer requests for additional testing to be done, this is something
ASX will take into consideration and make available if appropriate.
Similarly, if a customer feels that there should be less testing, ASX will
make a determination on that as well, keeping in mind that ASX's role is
to protect the market and not an individual customer.

ASX Action 2:

ASX has updated their ‘Quality Engineering & Testing Policy - Quality
Engineering Guidelines’ on their Confluence site to include a new section
titled ‘Customer Testing’, incorporating the newly established guidelines
and attestations (as stated in Action 1) required for customer testing.
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The new section defines the objectives, design principles and refers to
the exemption process if a mandatory customer test type is elected not
to be done. ASX has also updated their ‘Quality Engineering Strategy -
Testing Methodology’ page on Confluence, to describe how ASX and
customer testing activities intersect, the different types of customer
testing, how it fits into the ASX risk-based testing methodology and the
benefits of customer testing.

Subsequently, the ‘Quality Engineering Strategy - Risk Based Testing’
page on the Confluence site has also been updated to include a new sub
section called 'Customer Change Pattern Reference’ and child page titled
‘Customer Change Characteristic’, providing an additional layer of
guidance on what types of customer testing is required based on the
change scope. Under the ‘Quality Engineering Strategy - Risk Based
Testing’ page, the section titled ‘Risk Based Testing Treatment
Definitions’ has also been updated to include ‘Customer Testing - All
specified by Customer Change Pattern.’

Furthermore, ASX has updated their ‘Quality Engineering Strategy -
Approach’ page on their Confluence site to incorporate a ‘Test Levels
versus Test Scope’ sub-section, with Customer Testing included clearly
as part of the new section.

ASX Action(s) update Communication Log:

Channel Description Date
Fortnightly Test Changed to Non-functional 29/03/2022
Management Testing requirements tabled for
Meeting discussion and awareness
Outlook Email Communication of new QE 30/03/2022
transformation items from test
management meeting

© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation

EY |30



Recommendation 7.1.1: Ahead of and during an
outage, identify conditions under which certainty
provided to customer by closing for entire day

Executed Appropriate Sustainable

ASX Action 1 & & &

Recommendation ves

Addressed?

Comment Recommendation has been addressed evidenced
by findings outlined below. ASX Actions are
deemed appropriate and sustainable at the
present time.

Background/Tasks

During an outage where the Market is not in a fully open state, identify
what length of time would require a default decision of closing the
market and performing end of day activities, unless there are other
overriding circumstances.

ASX Action(s)

1. Establish a working group to consider options for managing the
market in the event of an extended outage, and bring back a
proposal on how to provide additional clarity to market users

Findings
ASX Action 1:

The working group established by ASX has produced a ‘Market Closure
Assessment - Decisions and Communication” document which is a
framework that ASX will use during a market outage. The framework
identifies conditions and provides certainty to customers as to whether
the market will be closed for the remainder of the day.
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In the document, under section ‘Decisions - Who and When’, ASX has
proposed that the decision of whether to close the market or continue
resolving the issue will be considered every 45 minutes from the initial
market disruption up until 13:30. ASX has stated in their ‘'Summary
Consolidation Page’ that they intend to undertake market consultation in
June 2022 to obtain feedback on the contents and the 13:30 cut-off
time.

The working group has also created a ‘Market Closure Assessment -
Decision Tool’, which is an excel spreadsheet containing and interactive
decision tree tool with intraday checkpoints for use during an outage
when the markets is in the ‘Enquire’ session state. This artefact supports
the management of decision making to either recover the market, or
decide ASX Trade will not re-open for the remainder of the day. ASX has
noted in their ‘'Summary Consolidation Page’ that they performed a fire
drill held on 25 March 2022 and used the decision tool to quide timing
and decision making.

Furthermore, ASX has referenced in their ‘ASX Trade Procedures’
document, under section 6 ‘Assessment for Market Closure’, the new
‘Market Closure Assessment framework’, formalising the process. ASX
have shown evidence that both of the newly created artefacts are
available in the 'Ops Procedures Home' library site to use.

At a meeting on 12 May 2022, ASX provided information that if a market
outage were to happen, the newly created process has been embedded
into ASX's day to day procedures and be would be followed to manage
the outage, and market participants will be informed by 13:30, if not
earlier, on whether the market will reopen.

Additionally, according to information provided by ASX at the same
meeting, when creating the framework and decision tree, ASX had
sessions with various industry bodies and groups and their internal
Equity Market Operations working group to obtain feedback. One of the
main goals of the June 2022 consultation will be to obtain feedback on
the proposed 13:30 cut-off time. It had originally been 14:30, however
after initial feedback from regulators, it was brought forward to 13:30.
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EY do not believe it is reasonable to assume an outage will be required or
witnessed in the near future to justify holding the sustainability
dimension in a ‘partially met’ state indefinitely.

ASX Action(s) update Communication Log:

Channel Description Date
MS Teams Market Closure Assessment Fire | 25/03/2022
Conference Drill to demonstrate key

stakeholder communication and
learning
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Appendix A

Recommendation review workshops list

# Date Meeting Title

1 21/04/2022 ASX Remedial Actions - Q&A Review for Recommendation 6.4.8

2 28/04/2022 ASX Remedial Actions - Q&A Review for Recommendation 5.1.3

3 28/04/2022 ASX Remedial Actions - Q&A Review for Recommendation 6.7.1

4 (Workshop no( held, written ASX Remedial Actions - Q&A Review for Recommendations 1.2.6 & 1.3.6
response provided)

5 (Workshop no( held, written ASX Remedial Actions - Q&A Review for Recommendation 6.2.2
response provided)

6 (Workshop not. held, written ASX Remedial Actions - Q&A Review for Recommendation 6.4.1
response provided)

7 (Workshop not. held, written ASX Remedial Actions - Q&A Review for Recommendation 6.4.4
response provided)

8 (Workshop no( held, written ASX Remedial Actions - Q&A Review for Recommendation 7.1.1
response provided)

9 12/05/2022 Q2 ASX IBM Recommendations: EY IE Draft Report Factual Accuracy Check Review

10 13/05/2022 Recommendation 6.4.8 - IE Findings Review
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Appendix B Interviewed ASX stakeholders list

Role

Chief Risk Officer

Group Executive, Technology and Data and CIO

Group Executive, Markets

Chief Technology Officer

General Manager, Trading & Clearing Services

General Manager, Customer and Technical Operations

General Manager, Market Operations

Head of Quality Engineering

Senior Officer, Strategic Sourcing

Senior Legal Counsel & Senior Manager

Project Manager, Enterprise Delivery

Project Manager, IBMR
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Recommendations Questionnaire submitted to ASX post SMR documentation
review
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Documents reviewed

© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation




© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation




© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation




© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation




© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation




© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation




Appendix E Status summary of all 59 Recommendations

ASX has submitted thirty-one (31) Recommendations for closure to date. Out of the thirty-one (31) Recommendations, twenty-four (24)
Recommendations have been deemed ‘fully addressed’ and closed, with seven (7) Recommendations deemed as ‘partially addressed’ and requiring further
evaluation in upcoming quarterly review periods.

The Design Adequacy ("DA") Report submitted on 27 April 2022 identified that 13 Recommendations out of the remaining 37 Recommendations yet to
be submitted, were partially addressed and did not have ASX Actions fit for purpose to address the IBM Recommendations. In order for ASX to fully
address the Recommendations during the relevant quarterly submission period, ASX should take into consideration the IE recommendations for those
partially addressed Recommendations in the DA Report.

Below is an overview of each of the 59 Recommendations and their closure / submission status at the end of the second quarterly review period (13 May
2022):

DA Report - Actions

# Reference IBM Recommendation . Status
Fit for Purpose?
1. Risk Related Recommendations

Enhance the risk aware culture, where risks and issues are freely identified, documented, . . _—
1 111 - Partial Pending submission.

analysed, managed and treated appropriately.

Ensu.re that ERM Line 2‘resources assigned to prolec'ts have sufflaent‘expertlse such that they can Reviewed in Q1 2022.
> 1.2.1 provide adequate oversight and challenge to the project. Post the Project Risk Assessment (PRA) N/A Further evaluation

o exercise, a suitable ERM Line 2 expert or set of experts should then be assigned to the project, . .
B - required in Q3 2022.
based upon the detailed understanding of the scope.

Update the necessary policies to ensure that at project initiation and especially during the Project
3 1.2.2 Risk Assessment phase, resources with relevant risk expertise should be involved to leverage their
diverse expertise.

Enhance the control framework to ensure that there are suitable controls, alternative and
independent viewpoints during the Project Risk Assessment template completion exercise and/or
after the template completion by the project teams. This will add alternative diverse viewpoints,
and is also a means to the challenge the team’s rationale. Consider the use of the Delphi technique
to independently complete the form, and use the average output or use the range, to reduce risk
of groupthink. This is also relevant to the Process Risk Assessment exercise.

Update the necessary policies to ensure that the risks highlighted in the Project Risk Assessment
5 1.2.4 are transferred to the delivery risk register. This is also relevant to the Process Risk Assessment
exercise.

Expand the scope of the Project Risk Assessment template to consider both delivery risk and the
future delivered risk, to also include the transition/migration/cut-over risks.

Pending submission.

4 1.2.3 Pending submission.

N/A

6 1.25 Partial

Pending submission.
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7 1.2.6

Reference

IBM Recommendation

Review the categorisation and differences in approach between the various project priority levels
to ensure it is suitable against risk appetite and control needs.

DA Report - Actions
Fit for Purpose?

8 131

Update the necessary policies to ensure that the Project Risk Assessment and Process Risk
Assessment are revisited at key points in the delivery project, as this will provide an additional set
of risk identification dimensions that may have been omitted by the delivery team.

Reviewed in Q2 2022.

Further evaluation

required in a future
quarter.

9 1.3.2

Ensure that risks are identified and logged from key sources, such as the Project Risk Assessment,
Process Risk Assessment, Governance functions meetings and minutes, delivery team stand-ups,
independent teams, ERM Line 2, Internal Audit/Line 3.

10 133

Ensure that the full project risk and issue log metrics are shared with the governance functions -
e.g. number of open risks, number of risk owners, number of risks in delivery vs risks in change,
categorisation of risks (e.g. how many are strategic vs delivery, how many are infrastructure vs
personnel, how many are supplier versus in-house) in addition to the key risks that the project
team deem material.

11 1.3.4

Ensure that key roles and responsibilities are included in the governance functions through the use
of a RACI aligned to Project Priority and Risk Assessment, for example, as it relates to the test
function to ensure independence, focus and continuity.

12 1.3.5

Ensure that the ERM Line 2 function (could be more than one person) are invited by the project
delivery team in good time, ideally contributing in the preparation workshops, business case
production and project risk assessment exercises.

N/A

Pending submission.

13 1.3.6

Project risks should periodically be identified using a Delphi-style technique to reduce risk of group
think and normalcy biases. Other risk identification techniques described in ISO 31010 should also
be considered at key project milestones. Risk identification should also be tagged against standard
categories, to enable reporting of categorisation coverage to control functions.

Partial

Reviewed in Q2 2022.
Further evaluation

required in a future
quarter.

14 1.3.7

Update the implementation readiness templates and supporting guidance, such that the risks in
the implementation readiness document clearly highlights whether they are inherent or residual in
nature. The likelihood and impact assessment should be noted, to produce the risk rating.
Controls/treatments should be tagged clearly as whether having been performed (preventative) or
actions to take should an event occur (detective / corrective). In addition, the listed risks should
have lineage to the project risk register.

Partial

Pending submission.

15 1.3.9

Ensure that project risks, issues and statistics are tracked to completion and reported to
governance functions in a timely function - e.g. average time to close issues, longest open issue,
ownership quantities, number of open risks.

N/A

16 1.3.10

Project risks should be quantified in likelihood and impact terms, according to standard definitions
of risk assessment.

N/A

17 14.1

Ensure that Technical Account Managers formally document risks and issues from
customers/participants so such information can be factored into Executive decision making.

2. Governance Related Recommendations

Pending submission.
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#

18

Reference

2.1.1

IBM Recommendation

Document the key roles and functions that must be in attendance of a governance function, based
on the risk, complexity, priority and needs of the project. In addition, include roles independent
from the project and ideally the organisation.

DA Report - Actions

Fit for Purpose?  —

19

2.1.2

Evaluate the need to update the necessary policies to require an independent viewpoint, that the
delivery team and its reporting line cannot exceed a given percentage of the total governance
function membership.

20

2.1.3

Evaluate the need to update the policies to require that for Priority 1 and High-Risk projects key
governance functions have dedicated meetings that only cover the project.

21

2.1.4

Update the policies such that the governance forums check that the project is tracking and
reporting against the metrics defined at project initiation.

3. Delivery Related Recommendations

22

3.1.1

At project initiation, formally determine metrics that are carried over, and tracked during project
delivery defining the boundaries of operation. Examples include financial variance, product quality,
business outcomes, risks, productivity, delivery quality, earned value, customer satisfaction and
schedule.

Pending submission.

23

3.1.2

Produce a due diligence checklist to increase scope of coverage and to capture material lessons
learned.

24

3.1.3

Update the project delivery process and policies to require that prior Post Implementation
Reviews/Lessons Learned are considered, especially in the initiation phases of the project.

25

3.14

Update the project delivery process and policies to require that for priority 1 projects the
Enterprise Project Management Office (EPMO) team is directly involved from initiation in
establishing, for example, the delivery framework, reporting, risk/issues register, financial
management systems.

26

3.21

Implement risk-based paths for project delivery, tied to the PRA assessment and periodic review of
the PRA. For example, medium and high-risk projects should execute the product development
lifecycle differently, with variance in scope, control needs or constraints, e.g. pooled vs dedicated
staff. The Project Risk Assessment is the right foundation for assessing the risk in delivery and
change. A High-Risk project could have a mandatory independent assessment at certain key gates
for example, the depth of requirements that need to be produced could also be linked to the risk
rating.

Pending submission.

27

3.2.2

Investigate and determine the benefits of formalising upon quality management framework (e.g.
ISO 9001 or similar), for embedding into project process and policies.

Pending submission.

28

3.2.3

Update the policies such that for Priority 1 projects the EPMO team is part of the governance
functions to ensure compliance to ASX's processes, this is to ensure quality before a Line 3 audit is
involved.

Pending submission.

29

3.2.4

Consider enhancing the policies such that for Priority 1 and Medium/High Risk projects,
governance related reporting frequency is increased to every 2 weeks. In addition, consider the
move to a dynamic dashboard style reporting rather than document-based.
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#

30

Reference

3.25

IBM Recommendation

Delivery gaps should be challenged and highlighted by the governance, delivery, and EPMO
functions during delivery addressed prior to Line 3 internal or external audit involvement.

DA Report - Actions

Fit for Purpose?  —

Pending submission.

31

3.2.6

Update the policies such that Priority 1 projects are required to be run by in-house project
managers who have detailed knowledge of the ASX delivery processes, procedures and tools. If
this is not viable, then an EPMO member should be accountable for compliance to the project
delivery processes.

N/A

32

3.2.7

Ensure that key go-live related meetings are minuted and actions are clearly documented.

N/A

4. Requirements Related Recommendations

33

4.1.1

ASX should maintain their own detailed requirements log to mitigate against over reliance upon a
single vendor and in case ASX would ever need to change supplier. This log would provide a means
to validate the vendors position and would be in addition to the test cases, documenting non-
functional, process, integration as well as functional needs.

N/A

5. Vendor Management Related Recommendations

34

5.1.1

Perform contract acceptance at the end of the project lifecycle, once integration and end-to-end
testing have also been factored in. This would also increase the percentage of test cases and
automated test cases available to execute with greater confidence. We note that this is subject to
existing contractual terms and obligations, so may not always be possible.

Reviewed in Q1 2022.
N/A Further evaluation
required in Q3 2022.

35

5.1.2

Create guidelines for supplier related contract acceptance testing e.g. X% of the final functional
and non-functional test cases must be available to start the process, e.g. Y% of functional and non-
functional test cases must be automated.

Reviewed in Q1 2022.
N/A Further evaluation
required in Q3 2022.

36

5.1.3

At the next major upgrade, ASX should evaluate the need to create a clean contractual baseline
with Nasdagq to reflect current ways of working, terminology, conditions, schedules.

6. Testing Related Recommendations

37

6.1.1

Create a program to raise awareness of the ASX Testing Vision: "ASX is entrusted to operate
systemically important national infrastructure with a near zero appetite for service disruption on
many of our services. Customer and industry testing is critical and ongoing customer confidence
must be instilled and maintained through early quality."

Pending submission.

38

6.1.2

Establish an independent testing quality assurance service for internal projects.

Pending submission.

39

6.1.3

Design, document and implement a Continuous Test Process Improvement process.

Pending submission.

40

6.2.1

Enhance in-house capabilities for combinatorial testing strategies, methods, tools and datasets to
combine functional, negative-functional, non-functional and operational testing at volume with
representative data (real or simulated) in an end-to-end environment to create "production-like"
testing scenarios targeted at reducing the risk of latent defects causing catastrophic failures in
production situations.

Pending submission.

41

6.2.2

Review and update the central repository for all testing related policies, procedures, methods, tool
description, to prove a uniformly accessible source for reference.
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#

42

Reference

6.3.1

DA Report - Actions
Fit for Purpose?

Partial

IBM Recommendation Status

Describe role-based ASX test training program within the ASX test policy that supports the ASX

test policy and guidelines, the ASX test methodology, and their concepts. Pending submission.

43

6.3.2

Define and document the risk-based testing approach and techniques in the testing policy. Pending submission.

44

6.3.3

Adopt an overarching and detailed ASX Test Methodology which includes templates, methods and

processes, job role and guidelines to ensure any compliance to 1ISO29119 guidelines. Pending submission.

45

6.4.1

As part of the Design Authority checklist, include a solution maturity assessment that covers the

market and technology maturity dimensions. Sl

46

6.4.2

Engage the market to understand the benefits and demand for the re-introduction of a
performance testing environment. Post market engagement, determine the required
implementation, if any.

Pending submission.

47

6.4.3

The final IWNT/DR test weekend for High Priority projects should be more co-ordinated in nature
between Participants, whilst preceding weekends remain for conformance testing purposes. For
example, suggest partitions, instruments, product types and scenarios that Participants share to
ensure matching.

Pending submission.

48

6.4.4

Evaluate the need to update the necessary policies to require that a full ITDR/BCP test be
conducted as part of the testing program prior to implementing any major system or raise a formal
delivered risk.

49

6.4.5

Create a detailed interface and integration log, and for high importance interfaces ensure that
end-to-end test coverage is completed. Where interfaces are not tested, then a clear rationale
should be identified, the risk should be logged in the risk register and added to the implementation
readiness document. Require that all high-risk feeds and interfaces, internal and external must be
included in integration and end-to end tests using test or live feeds rather than a virtualised or
simulated stub.

Partial Pending submission.

50

6.4.6

Design, document and implement a test selection and prioritisation process supported by test

design optimization methods and/or combinatorial test tools. Pending submission.

51

6.4.7

Document a test planning guide that prompts delivery teams to consider a wider coverage of the
requirements due to inherent risks and complexities involved. For example, consider dynamic
functional scenarios e.qg. at start of day, in a slow market, in a very fast market, with many
cancels, in a top of book scenario, in a non-top of book scenarios, across partition.

Pending submission.

52

6.4.8

Reviewed in Q2 2022.
Further evaluation
required in a future
quarter.

For complex high-risk projects, consider using an independent specialist party for an independent
specialist party for an independent review of the plan and provide for a wider set of test
capabilities in addition to internal testing. For example, for the test strategy and planning, to
extend the depth and breadth of risk identification, greater test plan execution coverage.

53

6.5.1

Institute on-going defect analysis techniques (including defect prediction and defect modelling).
Work with production tracking systems to accurately track Defect Leakage into production. Define
and implement a method of linking defects to specific releases, tests and business functions. Begin
tracking Defect Removal Efficiency into UAT and Production and Mandate Root Cause recording in
defect analysis.

Pending submission.

© 2022 Ernst & Young, Australia. All Rights Reserved.
Liability Limited by a scheme approved under Professional Standards Legislation EY | 48



#

Reference

IBM Recommendation

DA Report - Actions
Fit for Purpose?

Status

Design and implement a rigorous quality metrics framework and testing quality index for both . ..
o4 . Testing (Product Quality) and Quality Assurance (Process Quality). Pending submission.
55 6.5.3 Design, document and implemept a test coverage tracking approach to measure coverage of tests Pending submission.
to be executed. Apply the tracking to the current base of test cases to ensure proper coverage.
Create metric-based definitions for the Quality Sentiment in the test reports to understand the
56 6.5.4 difference between ratings (e.g. Defined difference between good and average). Additionally, Pending submission.
identify what actions should be taken as a result of a Quality Sentiment rating.
Reviewed in Q1 2022.
57 6.6.1 Ensure ASX Trade included in next annual ITDR exercise to increase confidence. N/A Further evaluation
required in Q3 2022.
58 6.7.1 Review the policy to consider whether mixing any form of customer testing with go-live weekend Parti
7. A . fye A artial
activities is appropriate for critical new system deliveries.
7. Testing Related Recommendations
During an outage where the Market is not in a fully open state, identify what length of time would
59 7.1.1 require a default decision of closing the market and performing end of day activities, unless there Partial
are other overriding circumstances.
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Appendix F Release Notice

Ernst & Young ("EY"™) was engaged on the instructions of ASX Operations
Pty Ltd ("ASX", “Client” or "you™) to conduct an Independent
Assessment of ASX's Actions to address the IBM Recommendations
("Project™), in accordance with the engagement agreement dated 22
December 2021 including the General Terms and Conditions (“the
Engagement Agreement”).

The results of EY's work, including the assumptions and qualifications
made in preparing the report, are set out in EY's report dated 13 May
2022 ("Report™). ASX and ASX's regulators ASIC and the RBA, should
read the Report in its entirety including any disclaimers and
attachments. A reference to the Report includes any part of the Report.
No further work has been undertaken by EY since the date of the Report
to update it.

Unless otherwise agreed in writing with EY, access to the Report is made
only on the following basis and in either accessing the Report or
obtaining a copy of the Report the recipient agrees to the following
terms.

1. Subject to the provisions of this notice, the Report has been
prepared for ASX and ASX's regulators ASIC and the RBA, and
may not be disclosed to any other party or used by any other party
or relied upon by any other party without the prior written consent
of EY.

2. EY disclaims all liability in relation to any other party who seeks to
rely upon the Report or any of its contents.
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EY has acted in accordance with the instructions of ASX, in
conducting its work and preparing the Report, and, in doing so,
has prepared the Report for the benefit of the ASX and ASX's
regulators ASIC and the RBA, and has considered only the
interests of ASX and ASX's requlators ASIC and the RBA. EY has
not been engaged to act, and has not acted, as advisor to any
other party. Accordingly, EY makes no representations as to the
appropriateness, accuracy or completeness of the Report for any
other party's purposes.

No reliance may be placed upon the Report or any of its contents
by any party other than ASX and ASX's regulators ASIC and the
RBA. Any party receiving a copy of the Report must make and rely
on their own enquiries in relation to the issues to which the Report
relates, the contents of the Report and all matters arising from or
relating to or in any way connected with the Report or its contents.

Subject to clause 6 below, the Report is confidential and must be
maintained in the strictest confidence and must not be disclosed to
any party for any purpose without the prior written consent of EY.

All tax advice, tax opinions, tax returns or advice relating to the
tax treatment or tax structure of any transaction to which EY's
services relate (“Tax Advice") is provided solely for the
information and internal use of the ASX and ASX's regulators ASIC
and the RBA, and may not be relied upon by anyone else (other
than tax authorities who may rely on the information provided to
them) for any purpose without EY's prior written consent. If the
recipient wishes to disclose Tax Advice (or a portion or summary
thereof) to any other third party, they shall first obtain the written
consent of ASX and ASX's requlators ASIC and the RBA, before
making such disclosure. The recipient must also inform the third
party that it cannot rely on the Tax Advice (or a portion or
summary thereof) for any purpose whatsoever without EY's prior
written consent.
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10.

11.

12.

No duty of care is owed by EY to any recipient of the Report in
respect of any use that the recipient may make of the Report.

EY disclaims all liability, and takes no responsibility, for any
document issued by any other party in connection with the
Project.

A recipient must not name EY in any report or document which will
be publicly available or lodged or filed with any regulator without
EY’s prior written consent, which may be granted at EY's absolute
discretion.

A recipient of the Report:

@ may not make any claim or demand or bring any action
or proceedings against EY or any of its partners,
principals, directors, officers or employees or any other
Ernst & Young firm which is a member of the global
network of Ernst Young firms or any of their partners,
principals, directors, officers or employees ("EY
Parties™) arising from or connected with the contents of
the Report or the provision of the Report to the
recipient; and

(b) must release and forever discharge the EY Parties from
any such claim, demand, action or proceedings.

In the event that a recipient discloses the Report to a third party in
breach of this notice, it will be liable for all claims, demands,
actions, proceedings, costs, expenses, loss, damage and liability
made or brought against or incurred by the EY Parties, arising
from or connected with such disclosure.

In the event that a recipient wishes to rely upon the Report that
party must inform EY and, if EY agrees, sign and returnto EY a
standard form of EY's reliance letter. A copy of the reliance letter
can be obtained from EY. The recipient's reliance upon the Report
will be governed by the terms of that reliance letter.
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EY | Building a better working world

EY exists to build a better working world, helping to create long-term value for
clients, people and society and build trust in the capital markets.

Enabled by data and technology, diverse EY teams in over 150 countries
provide trust through assurance and help clients grow, transform and operate.

Working across assurance, consulting, law, strategy, tax and transactions, EY
teams ask better questions to find new answers for the complex issues facing
our world today.

EY refers to the global organization, and may refer to one or more, of the member firms of Ernst & Young
Global Limited, each of which is a separate legal entity. Ernst & Young Global Limited, a UK company limited by
guarantee, does not provide services to clients. Information about how EY collects and uses personal data and
a description of the rights individuals have under data protection legislation are available via ey.com/privacy.
EY member firms do not practice law where prohibited by local laws. For more information about our
organization, please visit ey.com.
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