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Client Side Digital Certificates (CSDC)

As a digital certificate can only be downloaded from the VeriSign website once, this guide is required
to export a digital certificate from one PC to another.

This will be requited for Business Continuity Processing / Disaster Recover (BCP / DR) sites where a
certificate will need to be installed on the BCP / DR PC in addition to the normal production PC.

Procedures to Export Certificate

In Internet Explorer Click on Tools, then Internet Options. Select the Content tab and then click
on the Certificates button.
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In the Certificates window select the certificate that you wish to export then click Export.

s

Certificates

Intended purpose: L als [

Personal | Cther People || Intermediate Certification Authorities | Trusted Root Certificatior] 4 | J

Issued To Issued By Expiratia... | Friendly Mame |

| Elasanz001 Training  SFE CA ZE010S  <Mones P |
ElacHozo01 Sysadmin  SFE CA ZRIO0L1/05  <Mone>
ElacHoz00z sysadmin  SFE CA ZHOL/05  <Mones
[=FACHOZ2003 SysAdmin  SFE CA 2R01/05  <Mone>
ElacHo2004 Sysadmin  SFE CA ZR01/05  <Mones
E)acHO2005 Sysadmin  SFE CA ZHO1/05  <Mones
E)acHO2006 Sysadmin  SFE CA ZHIOL/05  <Mones
ElacLrzo01 Sysadmin - SFE CA 28/01/05  <None>
ElacLrz005 Sysadmin - SFE CA ZB01/05  <Nones

[ Import... H Expart... H Remove ] advanced. ..

Certificate intended purposes

L'
<=

Close

The Certificate Export Wizard window then appears. Please click Next to begin the Export. Ensure
that you have checked “Yes, export the private key” then click Next.

e -,

Certificate Export Wizard @

Export Private Key
You can choose ko export the private key with the certificate,

Private kevs are password protected, IF wou want ko export the private key with the
cerkificate, wou musk type a password on a later page.

Do wou want to export the private key with the certificater

(S)¥es, export the private key

("I Mo, do not export the private key

< Back, ” Mext = ][ Cancel
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It is recommended that you Enable strong protection then click Next. You are required to setup a
password to protect the private key. This password will be required in order to import the certificate.

-,

Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of file Formats.

Select the format wou wank to use:

{(#)Personal Information Exchange - PKCS #12 (PR

[ include all certificates in the certification path if possible

Enable strong protection {requires IE 5.0, MT 4.0 5P4 or abowve)

[ Delete the private kev if the export is successful

« Back ][ Blext = ] [ Cancel

Click on the Browse button to select the destination for the export of the certificate. Once this
has been confirmed, click Next, then click Finish.

A confirmation box will appear confirming that the export was successful.

- o

Certificate Export Wizard

The export was successiul,
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Procedures to Import Certificate

In Internet Explorer, Click on the Tools menu, then Internet Options. Select the Content tab and
then click on the Certificates button. In the Certificates window, click Import

s

Certificates

Intended purpose: =l

Personal | Cther People || Intermediate Certification Authorities | Trusted Root Certificatior] 4 | J

| Issued To Issued By Expiratia... | Friendly Mame |
| Elasanz001 Training  SFE CA ZE010S  <Mones

ElacHozont Sysadmin SFE CA ZE010S  <Mones

ElacHozo0z Sysadmin - SFE CA ZE0105  <Mones

EdacHoz003 Sysadmin SFE CA ZB010S  <Mone>

EdacHoz004 Sysadmin SFE CA 28/01j05  <Mone>

E)acHO2005 Sysadmin  SFE CA ZHO1/05  <Mones

EdacHoz006 Sysadmin SFE CA 25/01/05  <Mone=

Edacirzont Sysadmin - SFE CA ZB0L0S  <Mones

Edacilrzo0s Sysadmin - SFE CA ZE01/05  <Mones vl
Certificate intended purposes
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The Certificate Import Wizard window appears. Please click Next. Click Browse to navigate to the

location where the certificate was originally exported to.

-~

Certificate Import Wizard

-,

File to Import

Specify the File wou want ko impaork,

Eile name:

Personal Infarmation Exchange- PECS #12 (. PFx, .P12)

Microsoft Serialized Cerkificate Store [L55T)

Browse, ..

Mote: More than one certificate can be stored in a single file in the following Formats:

Cryptographic Message Syntax Standard- PECS #7 Certificates (P7E)

[ < Back ][

Mext =

] [ Cancel ]

Please ensure that you change the file type from the default X 509 Certificate to Personal Information
Exchange (*.pfx) in the File of Type drop down box. Select the certificate that you wish to import
and click Open. Click Next to proceed
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You will then be prompted for the password for the private key. This is the same password that was
used when exporting the certificate originally. You are required to enter the password for the private
key, and then click Next. Windows will then allow you select where you would like the certificate
stored. Click Next once completed.

- =,

Certificate Import Wizard

Password

To maintain security, the private key was protected with a passward,

Type the passward For Ehe private key,

Passwiord;

!

[ |Enable strong private key pratection. ou will be prampted every time the
private kew is used by an application if ¥ou enable this opkion,

fark this key as exportable, This will allow vou to back up or transport your
fevs at alater bme,

[ < Back ][ ek = ][ Cancel ]

Click Finish to complete the Certificate Import Wizard. A confirmation box will appear confirming
that the import was successful.

Certificate Import Wizard

y The impark was successFul,

a Digital Certificate successfully exported and imported.

Next Step

Once the Digital Certificate has been successfully installed, please refer back to your Production
Environment User Guide for the procedures to deploy the software for the new system, using either
the file or browser deployment method.
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