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INTRODUCTION

The users require a client side digital certificate to access the new SFE Austraclear system. This
document is a digital certificate enrolment guide and it details the information required and provides
a step-by-step procedure for obtaining a digital certificate.

Please be aware that a digital certificate can only be downloaded from the Verisigh webpage

once. Please refer to the CSDS Import and Export guide for further information on how to
export a certificate.

USER ENROLMENT

2.1 USER INFORMATION

The following user information is required to complete the user enrolment process:

. First Name (User 1d)

. Last Name (First and Last name of User)
. E-mail Address

. Passcode

. Participant 1d

. Username (User 1d)

The above information is verified against the registration information entered by the ASX during user
registration.

2.2 ENROLMENT PROCEDURE
Please note that in the XP-environment, login under the User Id and not as an administrator;

otherwise the Digital Certificate will be enrolled without the private key.

The enrolment page is accessed through the Digital ID Centre secure website hosted by VeriSign. The
enrolment website can be accessed either from the Austraclear webpage
https://exigo.austraclear.com.au/or by entering the URL directly into the browser.

1) https://exigo.austraclear.com.au/ for the Production Environment or
https://exigota.austraclear.com.au/ for the Test Bed Environment.

Please then click on the link. (Please note that the URL is case-
sensitive)

2) Or go dlrectly to the Verisign Webpage via the link below.

When loading the enrolment page for the first time, you will see a Security Warning dialog for a

program digitally signed by Microsoft. This program is required to enrol for a certificate. It is safe to
run it on your computer and its authenticity is proven by a digital signature. Click Yes

(This window will not appear if Verisign is already listed a trusted site)


https://exigo.austraclear.com.au/

‘Sec urity Warning _ﬁ
Do wou want to install and un *YenSian Browser
> ! " signed on 3/02/0011:12 and
distributed by
=
. VenSign, Inc,
7 Publishes autheniicly veidied by VeiSign Conmesal |
X Software Publishers CA
: Caution: VeriSign, Inc. asserts that this content is safe.
*r'ou should only installview this content if pou tust
YenSign, Inc. to make that azsestion
] Ahways trust content from VenSign, Inc.
[ e JL_No ][ Moelno |
| N

The following screen is displayed and the ENROLL option is used to display the Enrolment Form
(Click on ENROLL)

& Digital ID Center - Microsoft Internet Explorer

File Edii ew Faworites Tools  Help
o [ [ (%) =i < " o L . [ 1

e Back w/ \ﬂ @ ’,l\ 7 Search 7. Favories e Media @ [ A= ) QJ E

Address !@ hitps: fipki.verisign. con. au,serv ces/SFECarporationltdAustradear/digitzlidCenter . akm V| Go | Lirks *

-
™ s
%' Digital ID Center

SFE Corporation Ltd Austraclear Digital ID Center
ENROLL
Chaosethis option to earoll 1or & zlient Digital I0.
PICK-UP ID
Chaozethis option if you have errolled for 3 Digial 1D bt Feeee not pizked it up.
SEARCH
Choosethis option to find the recard for a Cigital ID. This function is vsefu for determining whether & Dictal I°
iz Yalid, Expired, or Revoked. “ou mav alsc Downlosd [0 from this option.
REMNEW
Chaosethis option to renew a Digital ID which is expiting o whch has already expired. You should genzrally
stert renewing your Digital 1D st lesst one month befare your Digital 1D is due to expire.
REVOKE
Chaose this option to revoke your Digial I0. Digital IDs should be revcked inmedistel for any suspected
compromise, including o=t o stolzn private keys, cormupted key pairs, change n site ownership, or
suspecied fraud

@ INSTALL CA
oI 1999, VerESkn, e, A1 RIgIE Rese ved %riSi;{n‘ M
al Daone é a Interet




The following fields must be entered exactly as advised by your Password Administrator:

. First Name (User Id)

. Last Name (First and Last name of User)
. E-mail Address

. Passcode

. Participant Id

. Username (User 1d)

The only field not case sensitive is the Passcode.

/Z Microsoft end-user Enrollment - Microsoft Internet Explorer - O] x|
File Edit Wew Favorites Tools  Help | ;,'
@ Back - -J - |ﬂ \g _:\| ‘ /_- | Search ﬁﬂ?\f Favorites @ IMedia {E} .- - L_;_ ﬂ = - | ﬁ
Address I‘E hktps: ffpki, verisign, com, au/services/SFECorporationLkdawstr aclear fclient fuserEnrallMS . htm j Go | Links **

& ‘ Enrollment ‘
Help with this Page
Complete Enrollment Form
Enter your Digital ID information
Fill in all requred fields. Fields marked with an asterisk (%) are included with your Cigital ID and
are viewable in the certificate's details.
First Name: * (required)
Mickname or middle initial allowed |aaaa2015
(Example: Jack B.)
Last Name: * [(required) - -
{example -- Dog) IJDhn smith
Your E-mail Address: ¥ [(required) . —
(example - jadoe@verisign. com) hth@pammpant.cum.au
Passcode: (required) |E|E|DQ4BF?
Participant Id: * (rzquired) |asaa20
Username: * (requirad) |aaaagg15
| 2] Dore I_I_E|‘ Internet o




The Challenge Phrase is a unique phrase set by the user and not shared with anyone. If you forget
this phrase you will be required to apply for a new Digital Certificate by completing the Digital

Certificate request form and faxing to the ASX
The ASX has allowed users to select the Cryptographic Service Provider in compliance with your

organization’s security policies and procedures. This allows users to store their generated digital
certificates to the local PC, a smartcard, or a USB device. If the destination is the local PC, the default
selection is Microsoft Base Cryptographic Provider.

Additional Security for Your Private Key selection allows you to select additional security for your
private key. Please DO NOT select the option to protect the private key, by ticking this box you
will not be able to export the Digital Certificate.

P

@ Microsoft end-user Enrollment - Microsoft Internet Explorer
File Edit ‘iew Fawvorites Tools  Help ﬂ'
q - 1 >
G x " il lELI e 7 P A4 w 6[1
Back, f rd Stop Refresh Home Search  Favorites  Media History
Address ./_'éj htbps: ffpki werizign. com . aufservices 'SFEC orpor ationLtdAustr aclear ' client fuserEnrollMs  Rkm :.V a (a3 irks
=
Challenge Phrase
This unigue phrase protests you against unautharized action onyour Digital ID and should not he shared
with amvone. Do not lose it is required to revoke and renewy your Digital 1D,
Enter Challenge Phrase: (required)
Do not use any punctuation.
Optional: Select The Cryptographic Service
[fyou have a domestic version of this browser you are offered an Enhanced Crptogrsphic aption which
provides 1024-hit key encryption. The MS Base Cryptographic provider offers 51 2-hit key encryption which
is adequate for most applications today, but vou may select the Enhanced option if your hrowser offers
this choice and you regquita the higher encryption strangth. Ifvou uge 3 spacialized meachanism such as 3
smartcard, please selectthe appropriate provider as directed by the manufacturer.
ﬁl‘:ﬁl;ﬂgl‘ﬂphlt SEtE e BEGHUE bicroscoft Base Cryptographic Provider w1.0 V
Additional Security for Your Private Key
VWe recommend that you protect the private key associated with your digital [D. Checking the box below
wiill provide you with secu-ity options for your private key. Click Here for additional information.
Check this Box to Protect Your
ey Ll | Do not check this box
Optional: Enter Comments
In some cases, vour Administrator will instruct vou to enter Shared Secret (information knovn only tayou _
and the Administrator) information in this field. The Administrator uses this shared secret to verifi that it _.Vi
Wehen all the fields have been entered, click on Accept. (i
:&J Done é ﬂ Internet




The popup window appears asking the confirmation of your e-mail address.

Microsoft Internet Explorer ] ﬂ

9P ) Confirm wour e-mail address;
\:’} jsmith@participant. com

If wour e-mail address is correct click QK if not click CAMCEL and
correct it in the enrollment Form,

If the e-mail address is nok correct you will not be able ko use your Digital ID

Cancel |

If the address is correct click on OK The warning

window “Potential Scripting Violation” appears.

Potential Saripting ¥iolation I =

' This Wieb site is requesting a new certificate on yvour behalf. ¥ou should allow anly trusted Web sites to request a certificate For you.
L] Do you wank ko request a certificate now?

If you have confirmed that the web site is authentic, click on Yes to request the certificate.
The following warning window appears:

Potential Scripting Yiolation |

' This Web site is adding one or more certificates ko this computer, Allowing an untrusted Web site to update vour certificates is a security risk, The Web
- site could install certificates you do not trust, which could allow programs that wou co nat trusk ko run on this computer and gain access to your data,

Do wou want this program ko add the certificates now? Click Yes if wou trust this Weo site, Otherwise, click Mo,

Click on Yes to add the certificate to your computer.



After the certificate is successfully installed the following Confirmation page is shown:

4} ID Download - Microsoft Internet Explorer -0l x|
File Edit Wew Favorites Tools Help | l‘.lr'
@Back - -l__‘,) - |ﬂ @ _l\l ‘ /.]Search k},\j\_’ Favorites Q\Medm {?3 ;_'_--lj_' == - - _| ﬂ
Address I@ hktps: [ ipki, verisign. com. aufservices/SFECarparationLbdaustr aclear fogi-binsophia, exe j Ga | Links **
et
L '
5 ‘ Digital ID Services ‘
Congratulations!
Your Digital ID has been successfully generated and installed.
Your Digital 1D Information.
CQrganization = SFE Corporation Ltd
Crganizational Unit = Austraclear
Organizational Unit — Participant Id - aaaaz0
Crganizational Unit = Username - aaaa20.5
Cormmon Name = 3aaa2015 john smith
Email &ddress = jsmith@participant.com.au
Serial Number = 570de5d582569214e4bd970df3bes006
Consult our Help Desk and Tutorials:
1. Go tothe Help Deck to wiew our tutorials and other usefil information.
2. Go to the Digital TD Center to find out more about Digital ID's and Digital ID services.
Copyright @ 1085-2002, VeriSign, Ine. All rights rasenved, "" Ve]]S]g]] |
k TRUST NETWORK"™ LI
] || |5 e mismet 4

To confirm that the certificate has been successfully installed, open the Internet Explorer
browser and click on: \Tools\Internet Options...\Content\Certificates...and check that the

expiry date is one year out.



%; CORPDORATION LIMITED

=

Certificates @

Intended purpose: | <Al w|

| Personal | Other People | Intermediate Certification Authorities | Trusted Root qutifi-:attq!‘!,‘ i‘,’,

Issued To Issued By Expiratio... | Friendly Mame
5052015 test-SOCS  SFE CA 18{12j04 <MNone >

Certificate intended purposes

(]
=]
]
@

@M Digital Certificate Successfully enrolled

2.3 NEXT STEP

Once the Digital Certificate has been successfully installed, please refer back to your Deployment
User Guide for the procedures to deploy the software for the new system, using either the file or
browser deployment method.

The SFE has configured the following policy relating to the Passcode expiry period and the lockout
threshold for invalid entries:

. The Passcode expiration for enrolment is set to one month from the date of issue.
. The lockout threshold is set to three attempts. Fourth invalid entry will lockout the
registration record and will require the SFE to reset the Passcode for the user.

VALIDATING THE ENROLMENT WEB SITE

You can validate the web server's certificate before you enrol by clicking the security lock icon at the
bottom right corner of the Internet Explorer window. The web server's certificate should show the
following information:

Issued to:
pki.verisign.com.au

Issued by:
Secure Server Certification Authority

Valid from:
[Check that the certificate is valid]



